
1. Becoming Aware
1. Engaging with management 

2. Identifying key risk areas

3. Allocating resources appropriately

4. Awareness across the organisation

5. Subject access requests
1. Context of data subject access requests

2. Explain the requirements for a valid subject 
access request

3. Explore what your organisation’s initial 
response should involve

4. Discuss some practical considerations when 
dealing with a subject access request

5. Discuss how to treat third party personal data

9. Data breaches
1. Context of data subject access requests

2. Explain the requirements for a valid subject 
access request

3. Explore what your organisation’s initial 
response should involve

4. Discuss some practical considerations when 
dealing with a subject access request

5. Discuss how to treat third party personal data

2. Information you hold
1. Explain why it is important to carry out a 

data audit

2. Determine whether your organisation is a 
data controller, a data processor

3. Describe the GDPR's record keeping 
requirements

4. Suggest some ways in which a data audit 
should be carried out

5. Explore which policies and procedures to 
put in place 

6. Lawful basis
1. Explain the basic rule on processing personal 

data

2. Explain the data protection principles of 
the GDPR

3. Describe the lawful grounds on which  
personal data may be processed

4. Explain why your organisation needs to know 
and document what lawful grounds 

5. Explain how to carry out a legitimate interest 
assessment

10. Data Protection by 
Design and Data Protection 

Impact Assessments
1. Explain the basic rule on processing personal 

data

2. Explain the data protection principles of 
the GDPR

3. Describe the lawful grounds on which  
personal data may be processed

4. Explain why your organisation needs to know 
and document what lawful grounds 

5. Explain how to carry out a legitimate interest 
assessment

3. Communicating privacy 
information

1. Communicating privacy information

2. Assessing the type of data you collect

3. How your organisation will communicate 
privacy information

4. Identifying when you need to communicate 
privacy information

5. Identifying what information needs to be 
provided

7. Consent
1. Describe the key elements which must be in 

place in order for consent to be valid

2. Flag some key considerations when using 
consent

3. Discuss the advantages and disadvantages of 
using consent as a lawful basis of processing

4. Describe the additional elements of consent 
which must be in place

5. Discuss consent in specific contexts 
referenced in the GDPR

1. Describe the key elements which must be in 
place in order for consent to be valid

2. Flag some key considerations when using 
consent

3. Discuss the advantages and disadvantages of 
using consent as a lawful basis of processing

4. Describe the additional elements of consent 
which must be in place

5. Discuss consent in specific contexts 
referenced in the GDPR

4. Individuals’ rights
1. The Right to be Informed

2. The Right of Access

3. The right to Rectification

4. The Right to Erasure

5. The Right to Restrict Processing

6. The RIght to Data Portability

8. Children
1. Consent and age verification (Article 8)

2. Expectations

3. Childrens’ Personal Data

4. Practical steps that can be taken in this area 
to comply with the GDPR

5. Prepare appropriate systems

12. International
1. Consent and age verification (Article 8)

2. Expectations

3. Childrens’ Personal Data

4. Practical steps that can be taken in this area 
to comply with the GDPR

5. Prepare appropriate systems
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